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(57) A recording medium, comprising a lead-in area, 
a data recording area that is formed on an outer periph- 
ery side of the lead-in area and in which a plurality of 
pieces of content data is recorded, and a lead-out area 
formed on an outer periphery side of the data recording 



area, wherein first copyright management information 
and second copyright management information with 
which copyrights of the plurality of pieces of content data 
are managed are recorded at different positions whose 
secrecies are different from each other. 
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Description 

Technical Field 

[0001] The present invention relates to a recording 
medium for recording content data, a recording method 
and an apparatus for recording content data, and a re- 
producing method for reproducing content data, in par- 
ticular to those that allow a conventional reproducing ap- 
paratus to reproduce content data and copyright of con- 
tent data to be protected. 

Background Art 

[0002] A new type optical disc from which a conven- 
tional CD-DA (Compact Disc Digital Audio) player and 
a CD-ROM (Compact Disc Read Only Memory) can re- 
produce data and that has a compatibility with a com- 
puter has been developed. In the new type optical disc, 
content data is encrypted and recorded so as to protect 
the copyright thereof, it is considered that key informa- 
tion for encrypted content data will be recorded in a lead- 
in region. 

[0003] I n other words , when content data is encrypted 
and recorded, there is a problem about the position of 
the key information. To safely manage key information, 
it is preferred to store it at a position the user cannot 
easily access. Thus, when video data is recorded to for 
example a DVD (Digital Versatile Disc), key information 
is recorded in a read-in area and encrypted data is re- 
corded in a program area. Thus, in such a new type op- 
tical disc, to prevent the user from easily accessing key 
information, it is considered that the key information is 

[0004] In the case of the DVD, since it has been de- 
veloped on condition that content data is encrypted to 
protect the copyright it. Thus, when key information is 
recorded in the lead-in area, no considerable problem 
occurs. However, in the case of such a new type optical 
disc, if key information were recorded in a lead-in area, 
the conventional player and drive, which cannot deal 
with the new type optical disc, could not reproduce con- 
tent data. 

[0005] In other words, the conventional CD-DA disc 
and CD-ROM disc have not been developed on condi- 
tion that encrypted content data is recorded. Thus, the 
conventional player and drive do not have a function for 
decrypting encrypted content data. When encrypted da- 
ta that is read from the new type optical disc is decrypted 
by the conventional player and drive, it is considered 
that a decrypting process for content data is performed 
by software. 

[0006] However, while the conventional player and 
driver are reproducing content data from an optical disc, 
the lead-in area cannot be accessed by the software. In 
other words, in the CD-ROM standard, the disc is ac- 
cessed sector by sector, each of which is composed of 
98 frames. While the conventional player and drive are 



reproducing content data, they access the disc sector 
by sector. Thus, the conventional player and drive can- 
not access the lead-in area. Consequently, when key 
information is recorded in the lead-in areas, since the 

5 conventional player and drive, which cannot deal with 
such the new type optical disc, cannot access the key 
information, they cannot decrypt content data. 
[0007] A player and a drive that can deal with the new 
type optical disc will be released after it is decided that 

10 key information is recorded in the lead-in area. The play- 
er and drive will be designed so that they access the 
lead-in area, obtain key information, and decrypt en- 
crypted content data with the obtained key information. 
Thus, when the player and drive that can deal with the 

15 new type optical disc become common, the problem of 
the conventional player and drive that cannot access 
key information in the lead-in area and reproduce con- 
tent data will be solved. 

[0008] In a transitional period until the player and 

20 drive that can deal with the new type optical disc become 
common, the conventional player and drive, which can- 
not deal with the new type optical disc, reads encrypted 
content data from the new type optical disc and decrypts 
the encrypted content data. In such a transitional period, 

25 however, since the key information in the lead-in area 
cannot be accessed, there will be a problem of which 
encrypted content data cannot be decrypted. 
[0009] To solve such a problem, it is considered that 
key information is recorded in a program area so that 

30 the conventional drive and player, which cannot deal 
with the new type optical disc, can decrypt content data. 
[0010] However, the secrecy of key information re- 
corded in the program area is lower than that recorded 
in thft leari-in araa Thus, when kev information is re- 

35 corded in the program area, although the conventional 
drive and player, which cannot deal with the new type 
optical disc, can decrypt content data, the key informa- 
tion recorded in the program area is illegally taken out. 
As a result, it is considered that since the content data 

^o will be illegally reproduced and copied, the copyright 
thereof cannot be protected. 

[0011] Therefore, an object of the present invention is 
to provide a recording medium, a recording method and 
apparatus, and a reproducing method that allow a re- 
45 producing apparatus that cannot deal with encrypted 
content data to decrypt encrypted content data and that 
the copyright thereof to be securely protected. 

Disclosure of the Invention 

50 

[0012] The present invention is a data recording me- 
dium on which a plurality of pieces of content data are 
recoded in a program area, two types of copyright man- 
agement information that are first and second copyright 
55 management information for managing copyrights of the 
plurality of pieces of content data being recorded at dif- 
ferent positions whose secrecies are different from each 
other. 
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[0013] The present invention is a data recording 
method, comprising steps of recording " Pj-JJ - 
pieces of content data in a program area of a data re- 
cording medium, and recording two types of copyright 
management information that are first and second cop- 
yright management information at different positions 
whose secrecies are different from each other. 
rO014l The present invention is a data recording ap- 
paratus comprising means for recording 
pieces of content data in a program area of a data re- 
cording medium, and means for recording two types of 
copyright management information that are first and 
second copyright management information at different 
positions whose secrecies are different from each other 
1001 51 The present invention is a data recording me- 
dium on which a plurality of pieces of content data are 
encrypted and recorded in a program area, at least two 
IVP cs ol key information that are first and second key 
information being recorded at different positions whose 
secrecies are different from each other. 
[00161 The present invention is a data recording 
method, comprising the steps of encrypting a plurality 
of pieces ot content data and recording the encrypted 
plurality of pieces of content data to a program area of 
a data recording medium and recording at least hwo 
types of key information that are first and second key 
information at different positions whose secrecies are 
different from each other. 

r001 71 The present invention is a data recoding appa- 
ratus comprising means for encrypting a plurality of 
pieces of content data and recording the encrypted plu- 
rality of pieces of content data to a program area of a 
data recording medium and means for recording at least 
two types of "key information that are first and second 
key information at different positions whose secrecies 
are different from each other. 

Brief Description of Drawings 



[0018] Fig. 1 is a plan view for describing an example 
of an optical disc according to the present invention; Fig^ 

2 is a schematic diagram for describing an example of 
the optical disc according to the present invention; Fig. 

3 is a schematic diagram for describing a key locker. 
Fiq 4 is a schematic diagram for describing an example 
of the optical disc, Fig. 5 is a block diagram for describ- 
ing an encrypting process for the optical disc; Fig. 6 is 
a block diagram for describing a decrypting process for 
the optical disc; Fig. 7 is a schematic diagram for de- 
scribing a key locker of the optical disc; Fig. 8 is a sche- 
matic diagram for describing a key locker of the optical 
disc- Fig 9 is a schematic diagram for descnb.ng a key 
IO ckerof the optical disc; Fig. 10 is a schematic diagram 
for describing a key locker of the optical disc; Fig. 11 A 
and Fig. 11B are a block diagram for describing an en- 
crypting process for the optical disc according to the 
present invention; Fig. 1 2 is a block diagram for describ- 
ing a decrypting process for the optical disc according 



to the present invention; Fig. 13 is a block diagram for 
describing a decrypting process for the optical disc ac- 
cording to the present invention; Fig. 14 is a block dia- 
gram for describing a key locker of the optical disc ac- 
s cording to the present invention; Fig. 1 5 is a block dia- 
gram for describing a key locker of the optical disc ac- 
cording to the present invention; Fig. 16A and Fig 16B 
are a block diagram of an example of an optical disc 
recoding apparatus according to the present invention; 
10 Fio 1 7 is a block diagram showing an example of a re- 
producing apparatus for reproducing data from the i op- 
tical disc according to the present invention; Fig. 18 is 
a block diagram showing another example of the repro- 
ducing apparatus for reproducing data from the optical 
is disc according to the present invention; and Fig. 1 9 is a 
flow chart for describing another example of the repro- 
ducing apparatus for reproducing data from the optical 
disc according to the present Invention. 

20 Best Modes for Carrying out the Invention 

[00191 Next, with reference to the accompanying 
drawings, an embodiment of the present invention will 
be described. Fig. 1 and Fig. 2 show a structure of an 

25 optical disc according to the present invention. The di- 
ameter of the optical disc 1 according to the present in- 
vention is 120 mm. A hole 2 is formed at the center of . 
the optical disc 1 . The physical shape of the optical disc , 
1 is the same as that of the conventional CD. there is 

30 another optical disc 1 having a diameter of 80 mm. which 
is refened to as CD single. 

[00201 In addition, there are three types of optica 
discs 1 categorized as reproduction only type , opttcal 
disc, write once type optical disc, and recordable type 

35 optical disc. .. 
ro021l In the reproduction only type optical disc 1 , a 
recording layer is made of aluminum. In the reproduction 
only type optical disc 1 , information is recorded as phys- 
ical pits. Normally, such 'a disc is produced by a stamper 
40 [00221 In the write once type optical disci, a recording 
layer is made of an organic coloring matter such as 
phthalocyanine or cyanine. In the write once type optical 
disc, when data is written, thetemperature of the record- 
ing layer made of an organic coloring matter on the disc 
45 is raised by laser light. As a result, the recording layer 
made of the coloring matter is thermally deformed. 
[00231 In the rewritable type optical disc 1 , a recording 
layer is made of a phase change material. The phase 
change material is for example an alloy of Ag - In - Sb - 
50 Te (silver - indium - antimony - tellurium) is used. Such 
a phase change material has a crystal phase and an 
amorphous phase. When the output level of the laser 
light is high, namely the intensity of the laser light is high 
the temperature of the recording layer made of the 
55 phase change material is raised over the melting point 
and then quickly cooled. As a result, the recording laye 
becomes an amorphous state. When the output level of 
the laser light is low, namely the intensity of the laser 
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light is relatively low, the temperature of the recording 
layer made of the phase change material is raised and 
then gradually cooled. As a result, the recording layer 
becomes a crystal state. 

[0024] As shown in Fig. 2, a first lead-in area LI1 is 5 
formed on the innermost periphery of the optical disc. 
On the outer periphery of the lead-in area L1 1 , a first 
program area PA1 is formed. On the outer periphery of 
the first program area PA1 , a first lead-out area L01 is 
formed. In the first program area PA1 , audio content da- 10 
ta is recorded in the same recording format as the 
CD-DA (Compact Disc Digital Audio) standard. 
[0025] Outside the first lead-out area L01 , a second 
lead-in area LI2 is formed. On the outer periphery of the 
lead-in area LI2, a second program area PA2 is formed. 15 
Outside the second program area PA2, a second lead- 
out area is formed. In the second program area L02, 
audio data that has been compressed corresponding to 
for example ATRAC3 compressing system is encrypted 
and recorded as content data. 20 
[0026] Content key data with which encrypted content 
data in the second program area PA2 is decrypted is 
contained in first key locker data K_LOCK1 and record- 
ed in the second lead-in area LI2. 

[0027] To allow the conventional drive, which cannot 25 
deal with the optical disc 1 to decrypt encrypted content 
data, content key data with which encrypted content da- 
ta in the second program area PA2 is decrypted is con- 
tained in second key locker data K__LOCK2 and record- 
ed in the program area PA2. 30 
[0028] In addition, application data of a software play- 
er SFT1 that is a decryption process program for de- 
crypting encrypted content data recorded in the program 
area PA2 is recorded in the program area PA2. 
[0029] The key locker data K_LOCKl and K_LOCK2 a® 
are data of which content key data has been encoded 
and encrypted. The key locker data K_LOCK1 and 
K_LOCK2 also contain copyright management informa- 
tion DRM (Digital Rights Management). 
[0030] Key locker data is data of which a plurality of 40 
pieces of content key data are encoded and encrypted. 
Since a plurality of pieces of content key data which 
have been encoded and encrypted can be treated as a 
real locker that stores a plurality of content keys. Thus, 
they are referred to as key locker data. 45 
[0031] In addition, copyright management information 
DRM with which copyright managements such as repro- 
duction restrictions and copy restrictions of individual 
pieces of content data are performed can be contained 
in the key locker data. With the copyright management so 
information DRM, for example "only reproduction" and 
"reproduction and copy permitted" can be designated. 
In addition, "copy restrictions", the number of copies in 
the copy restrictions such as "one copy", "five copies", 
and so forth can be designated. In addition, it is consid- 55 
ered that "net distribution or distributed data copy per- 
mitted" is designated. 

[0032] Fig. 3 is an example of the structure of a key 



locker portion. As shown in Fig. 3, at the beginning of 
the key locker portion, a data portion that represents a 
version number is formed. Next, a data portion that rep- 
resents the number of pieces of content key data is 
formed. Next, content key data KC1, KC2, ... corre- 
sponding to the number of pieces of the content key data 
are formed. Thecontent key data KC1 , KC2, ... are com- 
posed of for example of 48 bytes each. Next, a data por- 
tion that represents the number of pieces of the copy- 
right management information is formed. Next, copy- 
right management information DRM1, DRM2, ... corre- 
sponding to the number of pieces that the data portion 
represents are formed. The copyright management in- 
formation DRM1, DRM2 ... are composed of 16 bytes 
each. Next, a CRC (Cyclic Redundancy Check) code 
with which an error of 1 6 bytes is detected is added. The 
structure of the key locker data shown in Fig. 3 is just 
an example. Thus, the key locker data may have anoth- 
er structure. 

[0033] The format of the key locker data K_LOCK1 
recorded in the lead-in area LI2 is different from the for- 
mat of the key locker data K_LOCK2 recorded in the 
program area PA2. In other words, the key locker data 
K_LOCK1 in the high secrecy lead-in area LI2 has high- 
er added values than the key locker data K_LOCK2 in 
the low secrecy program area. 

[0034] Thus, as shown in Fig. 2, in the optical disc 1 
according to the present invention, the first key locker 
data K_LOCK1 is recorded in the lead-in area LI2 and 
the second key locker data K_LOCK2 is recorded in the 
program area PA2. 

[0035] When the player and drive that can deal with 
the optical disc 1 and that will be released in near future 
reproduce content data from the optical disc.1 , they ac- 
cess tne leaa-in area ana reaa aaia irom ine nrsi 
key locker data K_LOCK1 . The first key locker data 
KJ_OCK1 contains content key data KC1, KC2, ... with 
which individual pieces of encrypted content data re- 
corded in the program area PA2 of the optical disc 1 are 
decrypted. By taking out the content key data KC1 , 
KC2, ... from the key locker data K_LOCK1 , the encrypt- 
ed content data in the program area PA2 can be decrypt- 
ed. 

[0036] By performing a software process for access- 
ing the program area PA2, the conventional player and 
drive, which cannot deal with the optical disc t , can read 
data from the second key locker data K_LOCK2. In other 
words, the player and drive can take out the content key 
data KC1 , KC2, ... from the second key locker data and 
perform a decrypting process for the encrypted content 
data recorded in the program area PA2 with the content 
key data KC1, KC2, ... 

[0037] Next, an encrypting process and a decrypting 
process for content data of the optical disc 1 according 
to the present invention will be described. Before de- 
scribing the encrypting process and the decrypting proc- 
ess for the optical disc 1 according to the present inven- 
tion, their basic encrypting process and decrypting proc- 
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ess will be described. 

[0038] In an optical disc 1A for which the basic en- 
crypting and decrypting processes will be described, as 
shown in Fig. 4, on the innermost periphery of theoptical 
disc 1 A, a first lead-in area LI1 0 is formed. On the outer 
periphery of the lead-in area LI10, a first program area 
PA1 0 is formed. Outside the first program area PA10, a 
first lead-out area LO10 is formed. In the first program 
area PA10, audio content data has been recorded in the 
same recording format as the CD-DA standard. Oute.de 
the first lead-out area L01 0, a second lead-in area LI20 
is formed. On the outer periphery of the lead-out area 
LI20, a second program area PA20 is formed. Outside 
the second program area, a second lead-out area LO20 
is formed. In the second program area PA20, content 
data that had been compressed corresponding to for ex- 
ample ATRAC3 and encrypted has been recorded. Con- 
tent key data with which encrypted content data record- 
ed in the second program area PA20 is decrypted is con- 
tained in a key locker KJ.OCK0 and recorded in the sec- 
ond lead-in area LI20. 

[0039] Fig. 5 shows a process for encrypting content 
data and recording it to the second program area PA20 
of the conventional optical disc 1 A. 
[0040] In Fig. 5, content data C1 , C2, ... are supplied 

to content data input terminals 11 A. 11B respective- 

ly The content data C1 , C2, ... are for example audio 
data of music programs compressed corresponding to 
for example ATRAC3. The content data C1 , C2, ... sup- 
plied from the content data input terminals 11 A, 11B, ... 
are supplied to encrypting circuits 1 2A 12B respec- 

[0041] Content key data KC1 , KC2, ... with which the 
individual content data CI, C2, ... are encrypted are 
generated by a content key generating circuit 13. The 
content key data KC1 , KC2, ... suppliedf rom the content 
key generating circuit 13 are supplied to the encrypting 

circuits 12A 12B respectively. 

[0042] The content data C1 , C2, .. . supplied from the 
content data input terminals 11 A, 11 B, ... are encrypted 
with the content key data KC1 . KC2, ... by the encrypting 

circuits 12A 12B respectively. Content data C1e, 

C2e .. that have been encrypted by the encrypting cir- 
cuits' 12A 12B, ... are recorded in a program area PA2 

of the optical disc. _ 
[0043] The content key data KC1 , KC2, ... supplied 
from the content key generating circuit 13 are supplied 
to a key locker generating circuit 1 4. 
[0044] The individual content data C1 , C2, ... supplied 
to the content data input terminals 11A, 11B, ... contain 

copyright management information DRM1 , DRM2 

respectively. The copyright management information 
DRM1 DRM2. ... are information that represents repro- 
duction restrictions and copy restrictions with respect to 
the copyright management for individual pieces of con- 
tent data. The copyright management information 
DRM1 , DRM2, ... are generated by a DRM generating 
circuit 15. With the copyright management information 



DRM1 . DRM2 reproduction permission or prohibi- 
tion copy permission or prohibition, one generation 
copy permission or multi-generation copy permission, 
and so forth can be designated. The copyright manage- 
s ment information DRM1, DRM2, ... generated by the 
DRM generating circuit 1 5 are supplied to the key locker 
generating circuit 14. 

[0045] The key locker generating circuit 14 encodes 
the content key data KC1 , KC2, ... sent from the content 
10 key generating circuit 1 3 and the copyright management 
information DRM1, DRM2, ... supplied from the DRM 
generating circuit 15 and generates key locker data. 
Output data of the key locker generating circuit 14 is 
supplied to an encrypting circuit 18. 
is [0046] Key locker key data KL is supplied from a hash 
calculating circuit 16 to the encrypting circuit 18. The 
key locker key data KL is generated by hash calculating 
device key data KD and hidden code key data KH. The 
key locker data generated by the key locker generating 
20 circuit 14 is encrypted with the key locker key data KL 
supplied from the hash calculating circuit 1 6. 
[0047] In other words, the device key data KD is sup- 
plied to the hash calculating circuit 16. In addition, the 
hidden code key data KH is supplied from a hidden code 
25 key generating circuit 1 7 to the hash calculating circuit 
16 The device key data KD is stored somewhere in the 
player and recorder. The hidden code key data KH is 
generated as a random number by the hidden code key 
generating circuit 17. The hidden code key data KH is 
30 recorded in for example a lead-in area LI20 of the optical 
disc 1A 

[0048] ' The hash calculating circuit 16 generates the 
key locker key data KL with the device key data KD and 
the hidden code key data KH. The key locker key data 
35 KL is supplied to the encrypting circuit 1 8. The encrypt- 
ing circuit 1 8 encrypts the key locker key data KL sup- 
plied from the key locker generating circuit 1 4 with the 
key locker key data KL supplied from the hash calculat- 
ing circuit 16. Data that is recorded to key locker data 
40 KJ.OCK0 encrypted by the encrypting circuit 18 is re- 
corded in the lead-in area LI20 of the optical disc 1 A. 
[0049] Thus, in the encrypting process of the conven- 
tional optical disc 1A, the individual content data CI, 
C2, ... are encrypted with the content key data KC1 , 
45 KC2 respectively and recorded in the program area 
LI2o' The content key data KC1 , KC2, ... with which the 
individual content data C1 , C2, ... are encrypted are 
stored along with the copyright management informa- 
tion DRM1 , DRM2, ... in the key locker data KJ-OCKO 
so and encrypted and recorded in the lead-in area LI20 of 
the optical disc 1 A. 

[0050] Fig. 6 shows a process for decrypting the en- 
crypted content data C1e, C2e, ... recorded on the op- 
tical disc 1 A and obtaining the content data C1 , C2, .... 

55 respectively. 

[0051] The encrypted content data C1e, C2e, ... are 
read from the program area PA20. The encrypted con- 
tent data C1 e, C2e, .. . are supplied to decrypting circuits 
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23A, 23B, respectively. 

[0052] The encrypted key locker data KJ.OCK0 and 
the hidden code key data KH are reproduced from the 
lead-in area LI20 of the optical disc 1 A. The key locker 
data K_LOCK0 is sent to a decrypting circuit 26. On the 
other hand, the hidden code key data KH is sent to a 
hash calculating circuit 22. 

[0053] Device key data KD that is stored somewhere 
in the reproducing apparatus or device is taken out. The 
device key data KD is sent to the hash calculating circuit 
22. The hash calculating circuit 22 generates key locker 
key data KL with the hidden code key data KH and the 
device key data KD. The key locker key data KL is sent 
to the decrypting circuit 26. 

[0054] The decrypting circuit 26 decrypts encrypted 
data recorded in the key locker K_LOCK0 with the key 
locker key data KL supplied from the hash calculating 
circuit 22. Data that is read from the decrypted key lock- 
er data K_LOCK0 is sent to a key locker reproducing 
circuit 21 . The key locker reproducing circuit 21 takes 
out content key data KC1 , KC2, ... and copyright man- 
agement information DRM1, DRM2, ... from the data 
that is read from the key locker K_LOCK0. 
[0055] The content key data KC1, KC2 S ... taken out 
by the key locker reproducing circuit 21 are supplied to 
decrypting circuits 23 A, 23B, ... , respectively. The cop- 
yright management information DRM1 , DRM2, ... taken 
out by the key locker reproducing circuit 21 are sent to 
a DRM determining circuit 24. 

[0056] The DRM determining circuit 24 determines re- 
production restrictions and copy restrictions for the indi- 
vidual content data C1, C2, ... with the copyright man- 
agement information DRM1 , DRM2, ... thereof. Informa- 
tion of the reproduction restrictions and copy restrictions 
for the individual content data Gl , C2, ... is supplied to 
a copy and reproduction controlling circuit 25. 
[0057] The decrypting circuits 23A, 23B, ... decrypt 
the encrypted content data C1e, C2e, ... reproduced 
from the program area PA20 of the optical disc 1 A and 
obtain content data C1, C2, ... , respectively. The de- 
crypted content data C1 , C2, ... are supplied to the copy 
and reproduction controlling circuit 25. 
[0058] The copy and reproduction controlling circuit 
25 performs reproduction restrictions and copy restric- 
tions for the individual content data C1, C2, ... corre- 
sponding to the information of the reproduction restric- 
tions and copy restrictions supplied from the DRM de- 
termining circuit 24. 

[0059] Thus, in the decrypting process for the optical 
disc 1 A, the key locker data K_LOCK0 is read from the 
lead-in area LI20 of the optical disc 1 A. The key locker 
reproducing circuit 21 takes out the content key data 
KC1, KC2, ... and the copyright management informa- 
tion DRM1, DRM2, ... from the key locker data 
K_LOCK0. The encrypted content data C1e, C2e, ... 
that have been read from the program area PA20 of the 
optical disc are sent to the decrypting circuits 23 A, 
23B respectively. The content data C1, C2, ... are 



decrypted with the content key data KC1 , KC2, ... ex- 
tracted from the key locker data K_LOCK0 in the lead- 
in area LI20. The key locker reproducing circuit 21 ex- 
tracts the copyright management information DRM1, 
5 DRM2, ... With the copyright management information 
DRM1 , DRM2, reproductions and copies of the indi- 
vidual content data C1, C2, ... are controlled. 
[0060] In such a manner, the individual content data 
C1 , C2, ... of the optical disc 1A are individually encrypt- 
io ed. The individual content data C1, C2, ... contain the 

copyright management information DRM1 , DRM2 

respectively. Reproduction conditions and copy condi- 
tions can be individually designated for the individual 
content data C1 , C2, ... Thus, with the same content da- 
is ta recorded in the program area PA20, when the number 
of pieces of content key data KC1 , KC2, ... stored in the 
key locker data K_LOCK0 is changed or the reproduc- 
tion restrictions and copy restrictions of the copyright 
management information DRM1 , DRM2, ... stored in the 
20 key locker data KJ_OCK are changed, reproducible 
content data, reproduction conditions, and copy condi- 
tions can be changed. 

[0061] In other words, in examples shown in Fig. 7 
and Fig. 8, the same content data C1 , C2, C3, C4, and 

25 C5 have been recorded in a program area PA2 of an 
optical disc. In the example shown in Fig. 7, all content 
key data KC1 , KC2, KC3, KC4, and KC5 and copyright 
management information DRM1, DRM2, DRM3, DRM4, 
and DRM5 for the content data C1 , C2, C3, C4, and C5 

30 have been recorded. In that case, when the copyright 
management information DRM1, DRM2, DRM3,DRM4, 
and DRM5 represent reproduction permissions, all the 
content data C1 , C2, C3, C4, and C5 can be decrypted. 
[0062] In the example shown in Fig. 8, although the 

f> content data ui , <J2, ua, U4, ana ud nave Deen record- 
ed on the optical disc 1 A like in the example shown in 
Fig. 7, only the content key data KC1 , KC2, and KC3 
and the copyright management information DRM1, 
DRM2, and DRM3 for the content data C1 , C2, and C3 

40 have been recorded in the key locker data K_LOCK0. 
In that case, although the content data C1 , C2, C3, C4, 
and C5 have been recorded on the optical disc 1 A, only 
the content data C1 , C2, and C3 can be reproduced. 
[0063] Thus, even if the same content data is record- 

45 ed on the optical disc 1 A, when the number of pieces of 
content key data stored in the key locker data K_LOCK0 
is restricted, the number of pieces of reproducible con- 
tent data can be restricted. 

[0064] In examples shown in Fig. 9 and Fig. 10, the 
50 same content data C1 , C2 ( C3, C4, and C5 have been 
recorded in the program area PA20 of the optical disc 
1 A. In the example shown in Fig. 9, the content key data 
KC1 , KC2, KC3, KC4, and KC5 and the copyright man- 
agement information DRM1, DRM2, DRM3, DRM4, and 
55 DRM5 that represent copy permissions have been re- 
coded in the key locker data K_LOCKO. In that case, 
since all the copyright management information DRM1 , 
DRM2, DRM3, DRM4, and DRM5 represent copy per- 
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missions, all the content data C1 , C2, C3, C4. and C5 
can be copied. 

[0065] In the example shown In Fig. 10, although the 
content data 01,02,03,04, and 05 have been record- 
ed on the optical disc 1 A as in the example shown in 
Fig. 9, the content key data KC1 , KC2, KC3, KC4, and 
KC5 and the copyright management information DRM1 , 
DRM2 DRM3, DRM4, and DRM5 that represent copy 
prohibitions have been recorded in the key locker data 
K LOCKO In that case, since all the copyright manage- 
ment information DRM1, DRM2, DRM3, DRM4, and 
DRM5 represent copy prohibitions, the content data 01, 
C2, 03, 04, and 05 cannot be copied. 
[0066] Thus, even if the same content data 01 , C2, 
C3, 04, and 05 are recorded on the optical disc 1A, 
when the copyright management information DRM1, 
DRM2, DRM3, DRM4, and DRM5 stored inthe key lock- 
er data K.LOCKO are changed, the number of pieces 
of reproducible content data, copy conditions, and re- 
production conditions are changed. 
[0067] According to the embodiment of the present in- 
vention, using that structure, even if data is reproduced 
from the same disc, the number of pieces of reproduci- 
ble content data, the copy conditions, and reproduction 
conditions can be changed depending on whether the 
drive that can deal with the optical disc 1 or the conven- 
tional drive that cannot deal with the optical disc 1 is 
used. 

[0068] Next, the encrypting process and the decrypt- 
ing process for the optical disc 1 according to the 
present invention will be described. 
[0069] Fig. 11 A and Fig. 11 B show the encrypting 
process for the optical disc 1 according to the present 
invention. In Fig. 11A and Fig. 11B, content data 01, 
C2, ... are supplied to content data input terminals 31 A, 
31 B, 310, ... , respectively. The content data 01 , C2, ... 
are content data that has been compressed correspond- 
ing to for example ATRAC3. The content data 01 . C2, ... 
suppliedfromthecontentdatainputterminals31A,31B, 

31C, ...are supplied to encrypting circuits 32A, 32B, ... , 

respectively. 

[0070] Content key data KC1 , KC2, ... with which the 
individual content data C1 , C2, ... are encrypted are 
generated by a content key generating circuit 33. The 
content key data KC1 , KC2, ... are supplied to the en- 
crypting circuits 32A, 32B, .... respectively. 
[0071] The encrypting circuits 32A, 32B, ... encrypt 
the content data 01, 02, ... supplied from the content 
data input terminals 31 A, 31 B, ... with the content key 
data KC1 , KC2, ... supplied from the content key gener- 
ating circuit 33, respectively. Content dataCle, C2e, ... 
encrypted by the encrypting circuits 32A, 32B, ... are re- 
corded in a program area PA2 of the optical disc 1 . 
[0072] The content key data KC1 , KC2, ... supplied 
from the content key generating circuit 33 are supplied 
to selectors 38A and 38B. The selectors 38A and 38B 
select desired content key data from the content key da- 
ta KC1 , KC2, ... generated by the content key generat- 



ing circuit 33. Content key data selected by the selectors 
38A and 38B is supplied to key locker generating circuits 
34A and 34B, respectively. - 
[0073] The individual content data 01 , 02, ... supplied 
5 to the content data input terminals 31 A, 31 B, ... contains 
copyright management information DRM1, DRM2, ... , 
respectively. The copyright management information 
DRM1, DRM2, ... are information of reproduction re- 
strictions and copy restrictions with respect to the cop- 
to yright management for content data. With the copyright 
management information DRM1, DRM2, .... reproduc- 
tion permission or prohibition, copy permission or pro- 
hibition, one generation copy permission or multi-gen- 
eration copy permission, and so forth can be designat- 
es ed. 

[0074] A DRM generating circuit 35A generates cop- 
yright management information DRM1A. DRM2A, 
DRM3A, ... to be recorded in the read-in area LI2. The 
copyright management information DRM1A, DRM2A, 
20 DRM3A, ... generated by the DRM generating circuit 
35A are supplied to a selector 39A. 
[0075] A DRM generating circuit 35B generates cop- 
yright management information DRM1B, DRM2B, ... to 
be recorded in the program area PA2. The copyright 
25 management information DRM1B, DRM2B, ... generat- 
ed by the DRM generating circuit 35B are supplied to a 
selector 39B. 

[0076] The selectors 39A and 39B select desired cop- 
yright management information from the copyright man- 
30 agement information DRM1 A, DRM2A, ... generated by 
the DRM generating circuit 35A and from the copyright 
management information DRM1B, DRM2B, ... generat- 
ed by the DRM generating circuit 35B. The copynght 
management information selected by the selectors 39A 
35 and 39B is supplied to the key locker generating circuits 
34A and 34B. 

[0077] The key locker generating circuit 34A encodes 
the content key data KC1 , KC2, ... sent from the content 
key generating circuit 33 and the copyright management 
40 information DRM1A, DRM2A, ... sent from the DRM 
generating circuit 35A and generates data to be record- 
ed in the key lockerportion. Output data of the key locker 
generating circuit 34A is supplied to an encrypting circuit 
41 A 

45 [0078] Key locker key data KL1 is supplied from a 
hash calculating circuit 36A to the encrypting circuit 41 A. 
The key locker key data KL1 is generated by hash cal- 
culating device key data KD and hidden code key data 
KH1. With the key locker key data KL1, data supplied 
so from the key locker generating circuit 34A and to be re- 
corded in the key locker portion is encrypted. 
[0079] In other words, the device key data KD is sup- 
plied to the hash calculating circuit 36A. In addition, the 
hidden code key data KH1 supplied from a hidden code 
55 key generating circuit 37A is supplied to the hash cal- 
culating circuit 36A. The device key data KD is stored 
somewhere in the player and recorder. The hidden code 
key data KH1 is generated as a random number by the 
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hidden code key generating circuit 37A. The hidden 
code key data KH1 is recorded in for example the lead- 
in area LI2 of the optical disc 1 . 
[0080] With the device key data KD and the hidden 
code key data KH1 generated by the hidden code key 
generating circuit 37A, the hash calculating circuit 36A 
generates the key locker key data KL1 . The key locker 
key data KL1 is supplied to the encrypting circuit 41 A. 
The encrypting circuit 41 A encrypts key locker informa- 
tion supplied from the key locker generating circuit 34A 
with the key locker key data KL1 supplied from the hash 
calculating circuit 36A. 

[0081] Key locker data K.LOCK1 that has been gen- 
erated by the key locker generating circuit 34A and en- 
crypted by the encrypting circuit 41 A is recorded in the 
lead-in area LI2 of the optical disc 1. 
[0082] The key locker generating circuit 34B encodes 
the content key data KC1 , KC2, ... sent from the content 
key generating circuit 33 and the copyright management 
information DRM1B, DRM2B, ... sent from the DRM 
generating circuit 35B and generates key locker data. 
The key locker data generated by the key locker gener- 
ating circuit 34B is supplied to an encrypting circuit 41 B. 
[0083] Key locker key data KL2 supplied from a hash 
calculating circuit 36B is supplied to the encrypting cir- 
cuit 41 B. The encrypting circuit 41 B encrypts the key 
locker data supplied from the key locker generating cir- 
cuit 34B with the key locker key data KL2 supplied from 
the hash calculating circuit 36B. The key locker key data 
KL2 is generated by hash calculating the device key da- 
ta KD and hidden code key data KH2. 
[0084] (n other words, the device key data KD is sup- 
plied to the hash calculating circuit 36B. In addition, the 
hidden code key data KH2 supplied from the hidden 
code key generating circuit 37B rs supplied to tne nasn 
calculating circuit 36B. The hidden code key data KH2 
is generated as a random number by the hidden code 
key generating circuit 37B. The hidden code key data 
KH2 is recorded in for example the program area PA2 
of the optical disc 1 . 

[0085] The hash calculating circuit 36B generates the 
key locker key data KL2 with the device key data KD 
and the hidden code key data KH2 generated by the hid- 
den code key generating circuit 37B. The key locker key 
data KL2 is supplied to the encrypting circuit 41 B. The 
encrypting circuit 41 B encrypts the key locker data sup- 
plied from the key locker generating circuit 34B with the 
key locker key data KL2 supplied from the hash calcu- 
lating circuit 36B. 

[0086] Key locker data K_LOCK2 that has been gen- 
erated by the key locker generating circuit 34B and en- 
crypted by the encrypting circuit 41 B is recorded in the 
program area PA2 of the optical disc 1 . 
[0087] A program generating circuit 40 generates ap- 
plication data for a software player SFT1 with which con- 
tent data is decrypted. The application data of the soft- 
ware player SFT1 is recorded in the program area PA2 
of the optical disc. 



[0088] As described above, in the encrypting process 
of the optical disc 1 according to the present invention, 
the individual content data C1, C2, ... are encrypted with 
the content key data KC1 , KC2 respectively and re- 

5 corded in the program area PA2 of the optical disc 1. 
The content key data KC1, KC2, ... with which the indi- 
vidual content data C1 , C2, ... are encrypted are stored 
along with the copyright management information 
DRM1A, DRM2A, ... in the key locker data K.LOCK1 

10 and recorded in the lead-in area LI2 of the optical disc 
1. In addition, the content key data KC1, KC2, ... with 
which the individual content data C1, C2, ... are encrypt- 
ed are stored along with the copyright management in- 
formation DRM1B, DRM2B, ... in the key locker data 

15 K_LOCK2 and recorded in the program area PA2 of the 
optical disc 1 . 

[0089] Fig. 1 2 and Fig. 1 3 show a decrypting process 
for content data of the optical disc 1 according to the 
present invention. In the optical disc according to the 

20 present invention, the decrypting process performed 
when the drive and player that can deal with the optical 
disc 1 reproduces content data therefrom is different 
from the decrypting process performed when the drive 
and player that cannot deal with the optical disc 1 repro- 

25 duces content data therefrom. Fig. 1 2 shows a decrypt- 
ing process performed when the drive or player that can 
deal with the optical disc 1 reproduces content data 
therefrom. Fig. 13 shows a decrypting process per- 
formed when the drive or player that cannot deal with 

so the optical disc 1 reproduces content data therefrom. 
[0090] In Fig. 12, encrypted content data C1 e, C2e, ... 
are reproduced from a program area PA2 of the optical 
disc 1. The encrypted content data C1e, C2e, ... are 
supplied to decrypting circuits 43A, 43B, 43C : ... , re- 
specuveiy. 

[0091] Key locker data K.LOCK1 and hidden code 
key data KH1 are read from a lead-in area LI2 of the 
optical disc 1 . The key locker data K_LOCK1 is supplied 
to a decrypting circuit 47. 

40 [0092] The hidden code key data KH1 is read from the 
lead-in area LI2 of the optical disc 1 . The hidden code 
key data KH1 is supplied to a hash calculating circuit 42. 
Device key data KD is taken out from the apparatus or 
device that reproduces the optical disc 1 . The device 

45 key data KD is sent to the hash calculating circuit 42. 
The hash calculating circuit 42 generates key locker key 
data KL1 with the hidden code key data KH1 and the 
device key data KD. The key locker key data KL1 is sent 
to a key locker reproducing circuit 48. 

so [0093] The decrypting circuit 47 decrypts key locker 
data K_LOCK1 with the key locker key data KL1 sup- 
plied from the hash calculating circuit 42. An output of 
the decrypting circuit 47 is supplied to the key locker 
reproducing circuit 48. 

55 [0094] The key locker reproducing circuit 48 takes out 
the content key data KC1, KC2, ... and copyright man- 
agement information DRM1A, DRM2A, ... from the key 
locker data K_LOCK1 . 
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[00951 The content key data KC1 , KC2, ... taken out 
by the key locker reproducing circuit 48 are supplied to 
decrypting circuits 43A. 43B respectively- The cop- 
yright management information DRM1A, DRM2A. ... 
taken out by the key locker reproducing circuit 48 are 
supplied to a DRM determining circuit 44. 
[0096] The DRM determining circuit 44 determines re- 
production restrictions and copy restrictions of the indi- 
vidual content data C1 , C2, ... with the copyright man- 
agement information DRM1A, DRM2A, ... thereof, re- 
spectively. Information of the reproduction restrictions 
and copy restrictions of the individual content data C1 , 
C2, ... are supplied to a copy and reproduction control- 
ling circuit 45. 

[0097] The decrypting circuits 43A, 43B, ... decrypt 
the encrypted content data C1e, C2e, C3e ... repro- 
duced from the program area PA2 of the optical disc 1 
with the content key data KC1, KC2, ... sent from the 
key locker reproducing circuit 48 and obtains the content 

data C1. C2 respectively. The decrypted content 

data C1, C2. ... are sent to the copy and reproduction 
controlling circuit 45. The copy and reproduction con- 
trolling circuit 45 performs reproduction restrictions and 
copy restrictions for the individual content data C1 , 
C2, ... with the information of the reproduction restric- 
tions and copy restrictions supplied from the DRM de- 
termining circuit 44. 

[0098] As described above, in the decrypting process 
of the drive and player that can deal with the optical disc 
1 the key locker data KJ.OCK1 is read from the lead- 
in area LI2 of the optical disc 1 . The key locker repro- 
ducing circuit 48 takes out the content key data KC1, 
KC2, ... and the copyright management information 
DRM1A DRM2A, ... from the key locker data KJ.OCK1. 
The encrypted content data C1e, C2e, ... reproduced 
from the program area PA2 of the optical disc 1 are sent 
tothedecryptingcircuits43A,43B, ... . respectively. The 
encrypted content data C1 e, C2e, ... are decrypted with 
the content key data KC1 , KC2. ... taken out from the 
key locker data KJ.OCK1 of the lead-in area LI2. As a 
result, the content data C1 , C2, .. . are obtained. The key 
locker reproducing circuit 48 obtains the copyright man- 
agement information DRM1A, DRM2A, ... and controls 
the reproductions and copies of the individual content 
data C1 , C2, ... with the copyrightmanagement informa- 
tion DRM1A, DRM2A respectively. 

[0099] Fig. 13 shows a decrypting process of the con- 
ventional player and driver that cannot deal with the op- 
tical disc 1 . 

[01 00] In Fig. 1 3, an application of a software player 
SFT1 is read from a program area PA2 of the optical 
disc 1 . Application data of the software player SFT1 is 
sent to a software program executing circuit 60. With the 
application data of the software player SFT1 , a decrypt- 
ing process can be executed by software. The applica- 
tion of the software player SFT1 may not be the mam- 
body of the application that executes the decrypting 
process, but a part thereof. 



[0101] Key locker data K_LOCK2 and hidden code 
key data KH2 are read from the program area PA2. The 
key locker key data KJ.OCK2 is supplied to a decrypt- 
ing circuit 57. 

5 [0102] The hidden code key data KH2 is sent to a 
hash calculating circuit 52. Device key data KD is taken 
out from the device. The device key data KD is sent to 
the hash calculating circuit 52. The hash calculating cir- 
cuit 52 generates key locker key data KL2 with the hid- 
w den code key data KH2 and the device key data KD. 
The key locker key data KL2 is sent to the decrypting 
circuit 57. 

[01 03] The decrypting circuit 57 decrypts data of the 
key locker data K.LOCK2 with the key locker key data 
is KL2 supplied from the hash calculating circuit 52. The 
key locker data KJ.OCK2 decrypted by the decrypting 
circuit 57 is supplied to a key locker reproducing circuit 

51. ... 
[0104] TTie key locker reproducing circuit 51 takes out 

20 content key data KC1 , KC2, ... and copyright manage- 
ment information DRM1 B. DRM2B, ... from the key lock- 
er data KJ-OCK2. The content key data KC1 , KC2, ... 
taken out by the key locker reproducing circuit 51 are 

supplied to decrypting circuits 53A, 53B. 53C re- ^ 

25 spectively. The copyright management information 
DRM1B, DRM2B, ... taken but by the key locker repro- 
ducing circuit 51 are sent to a DRM determining circuit 
54 

[0105] The DRM determining circuit 54 determines re- 
30 production restrictions and copy restrictions of the indi- 
vidual content data C1. C2, ... with the copyright man- 
agement information DRM1B, DRM2B respective- 
ly. The information of the reproduction restrictions and 
copy restrictionsoftheindividualcontentdataCI , C2, ... 
as is sent to a copy and reproduction controlling circuit 55. 
[0106] The decrypting circuits 53A. 53B, 53C, ... de- 
crypt the encrypted content data C1e, C2e, C3e, ... re- 
produced from the program area PA2 of the optical disc 
1 and obtains the decrypted content data C1 , C2, ... , 
40 respectively. The decrypted content data C1 , C2, ... are 
sent to the copy and reproduction controlling circuit 55. 
The copy and reproduction controlling circuit 55 per- 
forms the reproduction restrictions and copy restrictions 
of the content data C1 , C2, .. . with the information of the 
45 reproduction restrictions and copy restrictions supplied 
from the DRM determining circuit 54. 
[01 07] In the decrypting process of the drive and play- 
er that cannot deal with the optical disc 1 , the key locker 
data KJ.OCK2 is read from the program area PA2 of 
so the optical disc 1 . The key locker reproducing circuit 51 
takes out the content key data KC1 , KC2, ... and the 
copyright management information DRM1 B, DRM2B, ... 
from the key locker data KJ.OCK2. The encrypled con- 
tent data C1 e, C2e, ... reproduced from the program ar- 
55 ea PA2 of the optical disc 1 are sent to the decrypting 
circuits 43A, 43B. ... , respectively. The encrypted con- 
tent data C1e, C2e, ... are decrypted with the content 
key data KC1.KC2, ... taken out from the key locker data 
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K_LOCK2 of the program area PA2, respectively. As a 
result, the decrypted content data CI, C2, ... are ob- 
tained. The copyright management information 
DRM1 B, DRM2B : ... are taken out by the key locker re- 
producing circuit 51 . With the copyright management in- 5 
formation DRM1B, DRM2B, the reproductions and 
copies of the individual content data C1 , C2, ... are con- 
trolled. 

[0108] As shown in Fig. 11 A and Fig. 11B, in the en- 
crypting process for the optical disc 1 according to the io 
present invention, the selectors 38A and 38B are pro- 
vided. The selectors 38A and 38B select desired content 
key data KC1 , KC2, ... from the content key data KC1 , 
KC2, ... supplied to the key locker generating circuits 
34A and 34B and contain the selected content key data *5 
in the key locker data K_LOCK1 and KJ_OCK2. The 
DRM generating circuit 35A, which generates the cop- 
yright management information DRM1A, DRM2A, ... 
contained in the key locker data K_LOCK1 recorded in 
the lead-in area LI2, and the DRM generating circuit 20 
35B, which generates the copyright management infor- 
mation DRM1B, DRM2B, ... contained in the key locker 
data K_LOCK2 recorded in the program area PA2, are 
separately disposed. The selectors 39A and 39B select 
desired copyright management information from the 25 
copyright management information DRM1A, DRM2A, ... 
and DRM1 B, DRM2B, ... supplied to the key locker gen- 
erating circuits 34A and 34B, respectively. 
[0109] Thus, the content key data KC1 , KC2, ... and 
the copyright management information DRM1A, so 
DRM2A, ... contained in the key locker data KJ_OCK1 
recorded in the lead-in area LI2 and the content key data 
KC1, KC2, ... and the copyright management informa- 
tion DRM1B, DRM2B, ... contained in the key locker da- 
ta KJ_OCK2 recorded in the program area HA2 can De 35 
separately designated. 

[0110] In such a structure, when contents of the key 
locker data K_LOCK1 recorded in the lead-in area LI2 
and the contents of the key locker data K_LOCK2 re- 
corded in the program area PA2 are separately desig- 40 
nated, content data reproduced by the player and drive 
that can deal with the optical disc 1 and content data 
reproduced by the drive and player that cannot deal with 
the optical disc 1 can be distinguished in the number of 
pieces of reproducible content data, titles, reproduction *s 
conditions, and copy conditions. 

[0111] In other words, it is supposed that the key lock- 
er data KJ_OCK1 recorded in the lead-in area LI2 can 
be read by only the player and drive that can deal with 
the optical disc 1 . Thus, since the secrecy is high, the so 
possibility of which content data is illegally reproduced 
and copied is low. In contrast, the key locker data 
K_LOCK2 recorded in the program area PA2 is read by 
the conventional player and drive. Thus, since the se- 
crecy is low, the possibility of which content data is ille- 55 
gaily reproduced and copied is high. 
[0112] Thus, it is considered that with the key locker 
data K_LOCK1 , which is recorded in the high secrecy 



lead-in area Ll2, the number of reproducible contents 
can be increased, the qualities of reproducible contents 
are higher or management restrictions with respect to 
copyright management are more advantageous such as 
more added values with additional information than with 
the key locker data K_LOCK2 recorded in the low se- 
crecy program area PA2. As a result, with additional in- 
formation, added values can be increased. 
[0113] For example, as shown in Fig. 14, it is assumed 
that content data C1 , C2, C3, C4, C5, ... have been re- 
corded in a program area PA2 of the optical disc 1 . In 
key locker data KJ_OCK1 in a high secrecy lead-in area 
LI2, content key data KC1 , KC2, KC3, KC4, and KC5 of 
the content data C1 , C2, C3, C4, C5, ... are recorded. 
In addition, copyright management information DRM1A, 
DRM2A, DRM3A, DRM4A, DRM5A, ... are recorded. 
[0114] In contrast, in key locker data KJ_OCK2 in a 
low secrecy program area PA2, content key data KC1 , 
KC2, KC3, ... and copyright management information 
DRM1B, DRM2B, DRM3B, ... of the content data C1 , C2, 
C3, ... are recorded. 

[0115] In that case, when the key locker data 
K_LOCK1 in the lead-in area LI2 is used, all the content 
data C1, C2, C3, C4, C5, ... can be decrypted and re- 
produced. In contrast, when the key locker data 
K_LOCK2 in the program area PA2 is used, since there 
are not the content key data KC4 and KC5 with which 
the content data C4 and C5 are decrypted, only three 
content data C1 , C2, C3, ... can be reproduced. 
[0116] Thus, although the new type player and drive 
that can deal with the optical disc 1 can reproduce the 

content data C1 , C2, C3, C4, C5 the drive and player 

that cannot deal with the optical disc 1 can reproduce 
only the content data C1 , C2, C3, .... 
IUH7J in mat example, witn ine Key iocKer aaia 
KJ.OCK1 in the high secrecy lead-in area LI, the 
number of pieces of reproducible content data thus add- 
ed values are larger than that with the key locker data 
KJ.OCK2 in the low secrecy program area PA2. 
[01 18] For example, as shown in Fig. 1 5, in key locker 
data K_LOCK1 in a high secrecy lead-in area LI2, con- 
tent key data KC1 , KC2, KC3, KC4, and KC5 and cop- 
yright management information DRM1 , DRM2, DRM3, 
DRM4, DRM5, ... of content data C1, C2, C3 f C4, C5, ... 
have been recorded. All the copyright management in- 
formation DRM1A, DRM2A. DRM3A, DRM4A, 
DRM5A, ... represent copy permissions. 
[0119] In contrast, in key locker data KJ.OCK2 in a 
low secrecy program area PA2, content key data KC1 , 
KC2, KC3, KC4, and KC5 and copyright management 
information DRM1B, DRM2B, DRM3B, DRM4B, 
DRM5B, ... of content data C1 , C2, C3, C4, C5, ... have 
been recorded. All the copyright management informa- 
tion DRM1B, DRM2B, DRM3B, DRM4B, DRM5B, ... 
represent copy prohibitions. 

[0120] In that case, when the key locker data 
K_LOCK1 in the lead-in area LI2 is used, all the record- 
ed content data C1 , C2, C3, C4, C5, ... can be copied. 
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However, when the key locker data KJ.0CK2 in the pro- 
gram area PA2 is used, all the content data C1 , C2, C3, 
C4, C5, ... cannot be copied. 

T01 21] Thus, although the new type player and drive, 
which can deal with the optical disc 1 , can copy the con- 
tent data C1 , C2, C3, C4, C5 the conventional dnve 

and player, which cannot deal with the optical disc 1 can 

reproduce the content data C1 , C2, C3, C4, C5 but 

they cannot not copy them. 

[01 221 In that example, with the key locker data in the 
high secrecy lead-in area, the management restrictions 
with respect to the copyright management are more ad- 
vantageous and added values becomes higher than 
those with the key locker data in the low secrecy pro- 
gram area. _ 
[01231 Thus, when the key locker data KJ-OCK1 and 
K LOCK2 are recorded in the lead-in area LI2 and the 
program area PA2, respectively, with the key locker data 
KJ.OCK1 in the high secrecy lead-in area LI2, the 
number of pieces of reproducible content data is larger, 
the copyright management is more advantageous, and 
added values are larger than with the key locker data 
K_LOCK2 in the program area PA2. 
[0124] It is supposed that the key locker data 
KJ.OCK1 and K_LOCK2 recorded in the high secrecy 
lead-in area LI2~and low secrecy program area PA2 
have the following structures. 

[01 25] In the key locker data K.LOCK1 recorded in 
the lead-in area and/or the lead-out area, which is a high 
secrecy recording position, the number of pieces of cop- 
yright management information is lower than in the key 
locker data K_LOCK2 in the program area, which is a 
low secrecy recording position. As a result, with the cop- 
yright management information recorded in the lead-in 
area and/or the lead-out area, the number of reproduc- 
ible music programs is larger than with the copyright 
management information recorded in the program area. 
[0126] In the key locker data KJ.OCK1 recorded in 
the lead-in area and/orthe lead-out area, which is a high 
secrecy recording position, the management restric- 
tions of copyright management information are looser 
than in the key locker data KLOCK2 recorded in the 
program area, which is a low secrecy recording position. 
For example, when the copyright management informa- 
tion of the key locker recorded in the lead-in area and/ 
or the lead-out area represents copy permissions, the 
copyright management information of the program area 
may represent copy prohibitions. Likewise, when the 
copyright management information of the key locker da- 
ta recorded in the lead-in area and/orthe lead-out area 
represents multi-generation copy permissions, the cop- 
yright management information of the program area 
may represent one-generation copy permissions. 
[01 27] Copyright management information of the key 
locker data KJ.OCK1 recorded in the lead-in area and/ 
or the lead-out area, which is a high secrecy recording 
position, may represent higher quality content data and 
more added values with additional information than cop- 



yright management information of the key locker data 
K_LOCK2 in the program area, which is a low secrecy 
position. For example, while copyright management in- 
formation of the key locker data KJ-OCK1 in the lead- 
5 in area and/orthe lead-out area represents reproduction 
permission of all music programs, copyright manage- 
ment information of the key locker data KJ.OCK2 in the 
program area may represent reproduction permissions 
of only feature portions or narrations of music programs. 
10 m such a manner, content qualities are distinguished. 
Alternatively, copyright management information of the 
key locker data K_LOCK1 recorded in the lead-in area 
and/orthe lead-out area may contain music programs 
and promotion still pictures and moving pictures thereof. 
»5 m contrast, copyright management information of the 
key locker data KJ.OCK2 in the program area may con- 
tain only music programs, omitting their promotion still 
pictures and moving pictures. In such a man ner, the cop- 
yright management information of the key locker data 
20 K_LOCK1 and the copyright management information 
of the key locker data KJ.OCK2 are distinguished. 
[0128] The number of pieces of content key data of 
the key locker data KJ-OCK1 recorded in the lead-.n 
area and/or the lead-out area, which is a high secrecy . 
25 recording position, is smaller than that of the key locker 
data K_LOCK2 of the program area, which is a low se- 
crecy recording position. Thus, the number of music pro- 
grams reproduced with the content key data of the key 
locker recorded in the key locker data KJ.OCK1 record- 
30 ed in the lead-in area and/or the lead-out area is larger 
than that with the content key data of the key locker data 
KLOCK2 recorded in the program area. 
[01 29] With the content key data of the key locker data 
KJ-OCK1 recorded in the lead-in area and/or the lead- 
35 out area, which is a high secrecy recording position, 
higher quality contents can be reproduced and more 
added values can be obtained with additional informa- 
tion than the content key data of the key locker data 
KJ.OCK2 in the program area, which is a low secrecy 
40 recording position. For example, with the content key 
data of the key locker data K_LOCK1 recorded in the 
lead-in area and/or the lead-out area, which is a high 
secrecy recording position, all music programs can be 
reproduced. In contrast, with the content key data of the 
45 key lockerdata KJ.OCK2 recorded in the program area, 
only feature portions and narrations of music programs 
can be reproduced. In such a manner, qualities of con- 
tent data to be reproduced are distinguished. Alterna- 
tively the content key data of the key locker data 
so KJ.OCK1 recorded in the lead-in area and/or the lead- 
out area is key data for music programs and promotion 
still pictures and moving pictures thereof. In contrast, 
the content key data of the key locker data KJ-OCK2 
recording in the program area contain is key data for 
55 only music programs, omitting promotion still pictures 
and moving pictures. In such a manner, they are distinr 
guished. 

[0130] Thus, the newtype player and drive, which can 
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deal with the optical disc according to the present inven- 
tion and the conventional drive and player, which cannot 
deal with the optical disc according to the present inven- 
tion can be distinguished in the number of reproducible 
contents, the qualities thereof, and added values there- 5 
of. In addition, the copyright of the content data can be 
protected. 

[0131 J Next, a real structure of a recording apparatus 
will be described. In Fig. 16A and 16B. content data to 
be recorded in a program area PA1 is supplied to an 10 
input terminal 1 00. The content data is audio data that 
is the same as data corresponding to CD-DA standard. 
The content data supplied from the input terminal 100 
is supplied to an error correction code encoding circuit 
1 04. 15 
[01 32] Content data to be recorded in a program area 
PA2 is supplied to an input terminal 101. The content 
data is audio data compressed corresponding to a com- 
pressing system for example ATRAC3. The content data 
is supplied to an encrypting circuit 102. 20 
[01 33] The encrypting circuit 1 02 encrypts each piece 
of content data. Content keydataKCI, KC2, ...are sup- 
plied from a content key generating circuit 103 to the 
encrypting circuit 102. The content key generating cir- 
cuit 103 generates the content key data KC1 , KC2, ... 25 
of the individual contents. The content data supplied 
from the input terminal 1 01 is encrypted with the content 
key data KC1 , KC2 5 ... supplied from the content key 
generating circuit 1 03. An output of the encrypting circuit 
102 is supplied to the error correction code encoding 30 
circuit 1 04. 

[0134] The content key data KC1 , KC2, ... generated 
by the content key generating circuit 103 are supplied 

t/\ o lra\i lA^nr nonorotinn r>\rr*\ lit 1 CtR A In arlrlitirm tho 

content key data KC1, KC2, ... are supplied to a key 35 
locker generating circuit 105B. Copyright management 
information DRM1A, DRM2A, ... and DRM1B, 
DRM2B, ... are supplied from DRM generating circuits 
106A and 106B to the key locker generating circuits 
105A and 105B, respectively. 40 
[0135] The DRM generating circuit 106A generates 
the copyright management information DRM1A, 
DRM2A, ... to be contained in the key locker data 
KJ_OCK1 recorded in the lead-in area LI2. The DRM 
generating circuit 106B generates the copyright man- *s 
agement information DRM1B, DRM2B, ... to be con- 
tained in the key locker data K_LOCK2 recorded in the 
program area PA2. 

[0136] The key locker generating circuit 1 05A gener- 
ates the key locker data KJ.OCK1 recorded in the lead- so 
in area LI2. The key locker data K_LOCK1 recorded in 
the lead-in area LI2 is supplied to an encrypting circuit 
108A. Key locker key data KL1 is supplied from a hash 
calculating circuit 11 OA to the encrypting circuit 108A. 
The key locker key data KL1 is generated by a hash cal- 55 
culating circuit 119A. The hash calculating circuit 119A 
hash-calculates hidden key data KH1 supplied from a 
hidden key generating circuit 1 09A and the device key 



data KD. The encrypting circuit 108A encrypts the key 
locker data K_LOCK1 . The key locker data KJ_OCK1 
encrypted by the encrypting circuit 1 08A is supplied to 
a TOC (Table Of Contents) sub code generating circuit 
112. The hidden code key data KH1 supplied from the 
hidden key generating circuit 109A is supplied to the 
TOC sub code generating circuit 112. 
[0137] The key locker generating circuit 1 05B gener- 
ates the key locker data K_LOCK2 recorded in the pro- 
gram area PA2. Data of the key locker data K_LOCK2 
recorded in the program area LI2 is supplied to the en- 
crypting circuit 108B. The key locker key data KL2 is 
supplied from a hash calculating circuit 1 1 0B to the en- 
crypting circuit 108B. The key locker key data KL2 is 
generated by a hash calculating circuit 119B. The hash 
calculating circuit 11 9B hash calculates the hidden key 
data KH2 supplied from a hidden key generating circuit 
109B and device key data KD. The encrypting circuit 
108B encrypts the key locker data K_LOCK2. The key 
locker data K_LOCK2 encrypted by the encrypting cir- 
cuit 1 08B is supplied to the error correction code encod- 
ing circuit 1 04. 

[0138] The hidden key data KH2 supplied from the 
hidden key generating circuit 1 09B is supplied to the er- 
ror correction code encoding circuit 1 04. Application da- 
ta of a software player SFT1 supplied from a software 
player generating circuit 1 1 8 is supplied to the error cor- 
rection code encoding circuit 104. 
[01 39] The error correction code encoding circuit 1 04 
performs an error correction code encoding process for 
content data with CIRC (Cross Interleave Reed-Solo- 
mon Code). An output of the error correction code en- 
coding circuit 1 04 is supplied to a TOC sub code adding 

Hrnuit 113 ThA TOP. ftiih rnrte arirlinn nimiit 113 adds 

TOC data and sub code data to the output of the error 
correction code encoding circuit 104. 
[0140] An output of the TOC sub code adding circuit 
113 is supplied to a modulating circuit 117. The modu- 
lating circuit 117 performs for example EFM (8 to 14 
Modulation). 

[0141] The optical disc 1 is placed on a turn table (not 
shown) and rotated by a spindle motor 1 20 . The spindle 
motor 120 is driven by a spindle controlling circuit 123 
under the control of a servo controlling circuit 125 so 
that the spindle motor 120 rotates at constant linear ve- 
locity (CLV) or constant angular velocity (CAV). 
[0142] The servo controlling circuit 125 generates 
various servo drive signals of focus servo drive signal, 
tracking servo drive signal, thread servo drive signal, 
and spindle servo drive signal corresponding to a focus 
error signal, a tracking error signal, and an operation 
command issued from a system controller 130 and out- 
puts the generated servo drive signals to an actuator 
controlling circuit 126 126, a thread controlling circuit 
127, and the spindle controlling circuit 123. 
[0143] An optical pickup 121 is a mechanism that con- 
denses laser light of a semiconductor laser as a light 
source on a signal surface of the optical disc 1 and scans 
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tracks concentrically or spirally formed on the optical 
disc 1 An objective lens that condenses the laser light 
of the optical pickup 121 on the signal surface of the 
optical disc 1 can be traveled in a focus direction and a 
tracking direction by an actuator (not shown). The actu- 
ator is controlled by an actuator controlling circuit 126 
under the control of the servo controlling circuit 125. All 
the optical pickup 1 21 is traveled in the radius direction 
of the optical disc 1 by a thread mechanism 122. The 
traveling of the thread mechanism 122 is controlled by 
the thread controlling circuit 127 under the control of the 
servo controlling circuit 125. 

[0144] Output data of the- modulating circuit 117 is 
supplied to the optical pickup 121 . The optical pickup 
121 outputs laser light whose lighting wavelength has 
been modulated corresponding to the output data of the 
modulating circuit 117. The laser light lights the record- 
ing surface of the optical disc 1 . As a result, information 
is recorded on the optical disc 1 . 
[01 45] In the recording apparatus, when content data 
is recorded in the program area PA1 , the content data 
supplied from the input terminal 1 00 is supplied to the 
error correction code encoding circuit 104. The error 
correction code encoding circuit 104 performs the error 
correction code encoding process for the content data. 
[0146] The optical pickup 121 is traveled to the pro- 
gram area PA1 . An output of the error correction code 
encoding circuit 1 04 is supplied to the modulating circuit 
117. The content data supplied from the input terminal 
1 00 is recorded in the program area PA1 . 
[01 47] When content data is recorded in the program 
area PA2, the content data supplied from the input ter- 
minal 1 01 is encrypted by the encrypting circuit 102 and 
supplied to the error correction code encoding circuit 
1 04. The error correction code encoding circuit 104 per- 
forms the error correction code encoding process for the 
content data. 

[01 48] The key locker generating circuit 1 05A gener- 
ates the key locker data KJ.OCK1 recorded in the lead- 
in area LI2. The key locker generating circuit 1 05B gen- 
erates the key locker data K_LOCK2 recorded in the 
program area PA2. 

[0149] The optical pickup 1 11 is traveled to the lead- 
in area LI2. The key locker data K_LOCK1 supplied from 
the key locker generating circuit 1 05A and recorded In 
the lead-in area LI2 is supplied to the TOC sub code 
generating circuit 11 2. The key locker data KJ-OCK1 is 
recorded in the lead-in area LI2 of the optical disc 1 . 
[01 50] The optical pickup 1 1 1 is traveled to the lead- 
in area LI2. The key locker data K_LOCK2 supplied from 
the key locker generating circuit 105B and recorded in 
- the lead-in area LI2 is supplied to the error correction 
code encoding circuit 1 04. An output of the error correc- 
tion code encoding circuit 104 is supplied to the modu- 
lating circuit 107. The key locker data K_LOCK2 is re- 
corded in the program area PA2. Application data of a 
software player SFT1 supplied from a software player 
generating circuit 1 1 8 is sent to the error correction code 



encoding circuit 104. The application data of the soft- 
ware player SFT1 is recorded in the program area PA2. 
[01 51 ] Fig. 1 7 shows a real structure of a reproducing 
apparatus that can deal with the optical disc 1 in the case 
5 that the reproducing apparatus reproduces data from 
the optical disc 1 according to the present invention. 
[0152] In Fig. 17, the optical disc 1 is placed on a turn 
table (not shown) and rotated by a spindle motor 150. 
The spindle motor 150 is driven by a spindle controlling 
10 circuit 152 under the control of a servo controlling circuit 
151 so that the spindle motor 150 rotates at constant 
linear velocity (CLV) or constant angular velocity (CAV). 
[0153] The servo controlling circuit 151 generates 
various servo drive signals of focus servo drive signal, 
15 tracking servo drive signal, thread servo drive signal, 
and spindle servo drive signal corresponding to a focus 
error signal, a tracking error signal, and an operation 
command issued from a system controller 160 and out- 
puts those signals to an actuator controlling circuit 1 53, 
20 a thread controlling circuit 1 54, and the spindle control- 
ling circuit 152. An optical pickup 155 is a mechanism 
condenses laser light of a semiconductor laser as a light 
source on a signal surface of the optical disc 1 with an 
objective lens and scans tracks concentrically or spirally " 
25 formed on the optical disc 1 . All the optical pickup 1 55 
is traveled in the radius direction of the optical disc 1 by 
a thread mechanism 156. 

[0154] When the program area PA1 is reproduced, 
the optical pickup 155 is traveled to the program area 
30 PA1 of the optical disc 1 by the thread mechanism 1 56 . 
The optical pickup 155 reads data from the program ar- 
ea PA1 of the optical disc 1 . Content data in the same 
format as data corresponding to for example CD-DA 
standard is read from the program area PA1 . An output 
35 signal of the optical pickup 155 is supplied to an error 
correction code decoding circuit 1 62 through an RF am- 
plifier 1 57, an EFM demodulating circuit 1 61 , and a TOC 
sub code extracting circuit 158. The error correction 
code decoding circuit 162 performs an error correcting 
40 process for the output signal of the optical pickup 155. 
An output of the error correction code decoding circuit 
162 is output from an output terminal 168. 
[0155] When the program area PA2 is reproduced, 
the optical pickup 155 is traveled to the lead-in area LI2 
45 by the thread mechanism 156. Key locker data 
K_LOCK1 is read from a lead-In area LI2. The key locker 
data KJ-OCK1 is supplied from the TOC sub code ex- 
tracting circuit 158 to a decrypting circuit 166. Hidden 
key data KH1 is read from the lead-in area LI2. The hid- 
so den key data KH1 is supplied from the TOC sub code 
extracting circuit 158 to a key locker key generating cir- 
cuit 1 67. The key locker key generating circuit 1 67 gen- 
erates key locker key data KL1 with device key data KD 
stored in the reproducing apparatus and the hidden key 
55 data KH1 . The key locker key data KL1 is supplied to 
the decrypting circuit 166. 

[0156] The decrypting circuit 166 decrypts the key 
locker data KJ-OCK1 with the key locker key data KL1 
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supplied from the hash calculating circuit 1 67. An output 
of the decrypting circuit 166 is supplied to a key locker 
reproducing circuit 1 64. The key locker reproducing cir- 
cuit 164 takes out content key data KC1 , KC2, ... from 
the reproduced key locker data K_LOCK1 . The content 5 
key data KC1 , KC2, ... are supplied to a decrypting cir- 
cuit 165. 

[0157] The optical pickup 155 is traveled to the pro- 
gram area PA2 by the thread mechanism 156. Content 
data is read from the program area PA2. The content io 
data in the program area PA2 has been compressed cor- 
responding to for example ATRAC3 and encrypted. An 
output signal of the optical pickup 1 55 is supplied to the 
decrypting circuit 165 through the RF amplifier 157, the 
demodulating circuit 1 61 , the TOC sub code extracting 15 
circuit 158, and the error correction code decoding cir- 
cuit 162. 

[0158] The content key data Kc1, KC2, ... are sup- 
plied from the key locker reproducing circuit 164 to the 
decrypting circuit 165. The decrypting circuit 165 de- 20 
crypts the content data with the content key data KC1 , 
KC2, ... supplied from the key locker reproducing circuit 
1 64. The decrypted content data is output from an out- 
put terminal 169. 

[0159] The key locker reproducing circuit 164 takes 25 
out copyright management information DRM1A, 
DRM2A, ... from the key locker data KJ.OCK1. The 
copyright management information DRM1 A, DRM2A, ... 
are supplied to the system controller 160. The system 
controller 1 60 determines the copyright management in- 30 
formation DRM1A, DRM2A, ... The system controller 
1 60 performs reproduction restrictions and copy restric- 
tions corresponding to the copyright management infor- 

[01 60] Fig. 1 8 shows a real structure of a reproducing 35 
apparatus that cannot deal with the optical disc 1 in the 
case that the reproducing apparatus reproduces data 
from the optical disc 1 according to the present inven- 
tion. 

[0161] In Fig. 18, the optical disc 1 is placed on a turn 40 
table (not shown) and rotated by a spindle motor 170. 
The spindle motor 1 70 is driven by a spindle controlling 
circuit 1 72 under the control of a servo controlling circuit 
171 so that the spindle motor 170 rotates at constant 
linear velocity (CLV) or constant angular velocity (CAV). 45 
[0162] The servo controlling circuit 171 generates 
various servo drive signals of focus servo drive signal, 
tracking drive signal, thread drive signal, and spindle 
drive signal corresponding to a focus error signal, a 
tracking error signal, and an operation command issued &> 
from a system controller 1 80 and outputs those signals 
to an actuator controlling circuit 1 73, a thread controlling 
circuit 174, and the spindle controlling circuit 172. An 
optical pickup 1 75 is a mechanism that condenses laser 
light of a semiconductor laser as a light source on a sig- 55 
nal surface of the optical disc 1 with an objective lens 
and scans tracks concentrically or spirally formed on the 
optical disc 1 . All the optical pickup 1 75 is traveled in 



the radius direction of the optical disc 1 by a thread 
mechanism 176. 

[0163] An output signal of the optical pickup 175 is 
supplied to a demodulating circuit 181 through an RF 
amplifier 177. The demodulating circuit 181 EFM -de- 
modulates the output signal of the optical pickup 175. 
Output data of the demodulating circuit 181 is supplied 
to an error correction code decoding circuit 1 82. The er- 
ror correction code decoding circuit 1 82 performs an 
CIRC error correcting process. 
[0164] When a program area PA1 is reproduced, the 
optical pickup 1 75 is traveled to the program area PA1 
of the optical disc 1 by the thread mechanism 176. The 
optical pickup 175 reads data from the program area 
PA1 of the optical disc 1 . Content data that has the same 
format as data corresponding to CD -DA standard is read 
from the program area PA1 . An output signal of the op- 
tical pickup 1 75 is demodulated by the demodulating cir- 
cuit 1 81 . The demodulated signal is sent to a TOC sub 
code extracting circuit 1 84 and the error correction code 
demodulating circuit 1 82. The error correction code de- 
coding circuit 1 82 performs an error correcting process. 
Output data of the error correction code decoding circuit 
182 is output through an interface 183. 
[01 65] When content data is reproduced from the pro- 
gram area PA2, a decrypting process is performed by 
software 191 of a personal computer 190. 
[0166] In other words, when the program area PA2 is 
reproduced, the optical pickup 1 75 is traveled to the pro- 
gram area PA2. Data of the software player SFT1 is 
read. The data of the software player SFT1 is supplied 
to the personal computer 1 90 through the demodulating 
circuit 181, the TOC sub code extracting circuit 184, the 

arrr\r r>r\rr£*r>iir\r\ ^nrlo riar*n>ri\nn r-irr-i lit 1 anrl thA in- 
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[0167] As shown in Fig. 19, when the application of 
the software player is started (at step S1), hidden key 
data KH2 is read from the program area PA2 (at step 
S2). The hidden key data KH2 and device key data KD 
are calculated. As a result, key locker key data KL2 is 
generated (at step S3). 

[01 68] Key locker data K_LOCK2 is read from the pro- 
gram area PA2 (at step S4). Data of the key locker data 
KJ.OCK2 that has been read is decrypted with the key 
locker key data KL2 generated at step S3. Content key 
data KC1 , KC2, ... and copyright management informa- 
tion DRM1B, DRM2B, ... are taken out from the key lock- 
er data KJLOCK2 (at step S5). 

[0169] It is determined whether or not a reproduction 
command has been issued (at step S6). When the re- 
production command has been issued, it is determined 
whether or not content key data KC1 , KC2, ... with which 
content data corresponding to the reproduction com- 
mand is decrypted are contained in content key data 
KC1 , KC2, ... of the key locker data K J_OCK2 taken out 
at step S5 (at step S7). 

[0170] When it has been determined at step S7 that 
the content key data KC1 , KC2, ... with which the con- 
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tent data corresponding to the reproduction command 
is decrypted are contained, the flow advances to step 
S8 It is determined whether or not the content data cor- 
responding to the reproduction command can be repro- 
duced with the copyright management information 
DRM1B, DRM2B, ... of the key locker data KJ-OCK2 
taken out at step S5 (at step S8). 
[0171] When it has been determined at step S7 that 
the content key data KC1 , KC2, ... with which the con- 
tent data corresponding to the reproduction command 
is decrypted are not contained, the reproducing opera- 
tion is stopped (at step S8). 

[0172] When it has been determined at step SB that 
the content data corresponding to the reproduction com- 
mand can be reproduced with the copyright manage- 
ment information DRM1B, DRM2B, .... the optical pick- 
up 1 75 reads the content data from the program area 
PA2 (at step S9). With the content key data KC1 , KC2, ... 
taken out from the key locker data K_LOCK2 at step S5, 
the content data is decrypted (at step S10). 
[0173] When it has been determined at step S8 that 
the content data corresponding to the reproduction com- 
mand can be reproduced corresponding to the copyright 
management information DRM1B, DRM2B, .... the re- 
producing operation is stopped (at step S8). 
(01 74] As shown in Fig. 1 7, when the drive and player 
that can deal with the optical disc 1 according to the 
present invention reproduce content data therefrom, the 
content data is decrypted with the content key data KC1 , 
KC2. ... stored in the key locker data KJ.OCK1 in the 
lead-in area LI2. With the copyright management infor- 
mation DRM1 A, DRM2A, ... stored inthe key Jocker data 
KJ.OCK1 in the lead-in area LI2, the reproduction and 
copy of the content data are controlled. 
[0175] In contrast, as shown in Fig. 18 and Fig. 19, 
when the conventional drive and player that cannot deal 
with the optical disc 1 reproduce content data therefrom, 
with the content key data KC1 , KC2, ... stored in the key 
locker data K J.OCK2 in the program area PA2, the con- 
tent data is decrypted. With the copyright management 
information DRM1 B, DRM2B, ... stored in the key locker 
data KJ.OCK2 in the program area PA2, the reproduc- 
tion and copy of the content data are controlled. 
[0176] As shown in Fig. 14 and Fig. 15, the number 
of content key data KC1 , KC2, ... of the key locker data 
KJ.OCK1 in the high secrecy lead-in area LI2 is larger 
than the number of content key data KC1 , KC2, ... of the 
key locker data KJ.OCK2 in the low secrecy program 
area PA2. In addition, the management conditions of the 
copyright management information DRM1 A, DRM2A, ... 
of the key locker data K_LOCK1 in the high secrecy 
lead-in area LI2 are more advantageous than the man- 
agement conditions of the copyright management infor- 
mation DRM1B, DRM2B, ... of the key locker data 
K_LOCK2 in the low secrecy program area PA2. In that 
case, the drive and player that can deal with the optical 
disc 1 can reproduce more music programs and have 
more added values than the conventional drive that can- 



not deal with the optical disc 1 . 

[0177] In the forgoing example, the optical disc is a 
two-session disc of which a conventional content data 
recording area is separated from encrypted content data 
5 recording area. Alternatively, the optical disc may be a 
one-session disc. 

[0178] In addition, in the forgoing example, key locker 
data and hidden key data are recorded in a lead-in area 
and a program area. Alternatively, key locker data and 
10 hidden key data may be recorded in a lead-out area and 
a program area. Alternatively, key locker data and hid- 
den key data may be recorded in a lead-in area, a lead- 
out area, a program area. 

[01 79] According to the present invention, the player 
is and drive that can deal with the new type optical disc 
access a key locker recorded in the lead-in area and/or 
the lead-out area, obtain copyright management infor- 
mation and content key data, and reproduce content da- 
ta. The player and drive that cannot deal with the new 
20 type optical disc access a key locker in the program ar- 
ea, obtain copyright management information and con- 
tent key data, and reproduce content data. 
[0180] A key locker recorded in the lead-in area and/ 
or the lead-out area can be accessed by only the repro- - 
25 ducing apparatus that can deal with the new type optical 
disc. A key locker in the program area can be accessed 
by the reproducing apparatus that cannot deal with the 
new type optical disc. Since the reproducing apparatus 
that can deal with the new type optical disc uses a key 
so locker recorded in the lead-in area and/or the lead-out 
area the secrecy is high. In contrast, since the repro- 
ducing apparatus that cannot deal with the new type op- 
tical disc uses a key locker recorded in the program ar- 
ea, the secrecy is not secured. 
35 [0181] According to the present invention, the copy- 
right management information and the content key data 
of the key locker recorded in the program area are small- 
er than those of the key locker recorded in the lead-in 
area and/or the lead-out area with respect to quantity 
40 and added values, the copyright can be protected. In 
addition since the number of reproducible contents and 
qualities thereof reproduced by the reproducing appa- 
ratus that can deal with the new type optical disc are 
different from those reproduced by the reproducing ap- 
45 paratus that cannot deal with the new type optical disc, 
they can be distinguished. Thus, sales of the new type 
apparatus can be promoted. 
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Industrial Utilization 

[0182] As described above, the present invention is 
suitable for a recording medium such as an optical disc 
for recording content data, a recording method and ap- 
paratus for recording content data on such a recording 
medium, and a reproducing method for reproducing 
content data. 
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Claims 7. 

1 . A recording medium, comprising: 

a lead-in area; s 
a data recording area that is formed on an outer 
periphery side of the lead-in area and in which 
a plurality of pieces of content data is recorded; 8. 
and 

a lead-out area formed on an outer periphery 10 
side of the data recording area, 

wherein first copyright management informa- 
tion and second copyright management information 
with which copyrights of the plurality of pieces of 15 
content data are managed are recorded at different 9. 
positions whose secrecies are different from each 
other. 

2. The recording medium as set forth in claim 1 , 20 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is recorded in any one of 
the lead-in area and the lead-out area, the other 
copyright management information being recorded 25 10 
in the data recording area. 



3. The recording medium as set forth in claim 1 , 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation are copyright management information 
that are different from each other in management 
conditions under which the plurality of pieces of 

4. The recording medium as set forth in claim 3, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is management informa- 



mation and the second copyright management in- 
formation is recorded in the data area. 



The recording medium as set forth in claim 1 , 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is stricter in management 
conditions of the plurality of pieces of content data 
than the other copyright management information, 

The recording medium as set forth in claim 7, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is stricter in reproduction 
restriction conditions of the plurality of pieces of 
content data than the other copyright management 
information. 

The recording medium as set forth in claim 8, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information contains copy prohibition 
conditions of the plurality of pieces of content data, 
whereas other copyright management information 
contains copy permission conditions of the plurality 
of pieces of content data. 

. The recording medium as set forth in claim 9, 

wherein the other copyright management in- 
formation, which contains copy permission condi- 
tions of the plurality of pieces of content data, is re- 
corded in at least any one of the lead-in area and 
the lead-out area. 

11. The recording medium as set forth in claim 9, 

wherein one of the first copyright manage- 
ment infnmnatinn »nrl sAmnri nonvrinht man- 
agement information, which contains copy prohibi- 
tion conditions of the plurality of pieces of content 
data, is recorded in the data recording area. 

12. The recording medium as set forth in claim 1 , 

wherein at least one of the plurality of pieces 
of content data recorded in the data recording area 
has been encrypted and recorded, and 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation are recorded along with key data with 
which the encrypted piece of content data is de- 
crypted. 

13. The recording medium as set forth in claim 12, 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation are encrypted and recorded along with 
the key data with which the encrypted piece of con- 
tent data is decrypted. 

14. A recording method, comprising the steps of: 

recording a plurality of pieces of content data 
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tion that represents reproduction permissions of the 40 
plurality of pieces of content data, whereas the oth- 
er copyright management information is manage- 
ment information that represents partial reproduc- 
tion permissions of the plurality of pieces of content 
data. 45 

5. The recording medium as set forth in claim 4, 

wherein one of the first copyright manage- 
ment information and the second copyright man- 
agement information is recorded in at least any one so 
of the lead-in area and the lead-out area. 

6. The recording medium as set forth in claim 5, 

wherein the other copyright management in- 
formation of the first copyright management infor- ss 
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10 



15 



20 



to a recording medium; and 
recording first copyright management informa- 
tion and second copyright management infor- 
■ mation with which copyrights of the plurality of 
pieces of content data are managed at different 
positions of the recording medium, secrecies of 
the different positions being different from each 
other. 

15 The recording method as set forth in claim 14, 

wherein one of the first copyright manage- 
ment information and the second copyright man- 
agement information is recorded in at least any one 
of a lead-in area that is formed on an inner penphery 
side of a recording area in which the plurality of piec- 
es of content data are recorded and a lead-out area 
that is formed on an outer periphery side of the re- 
cording area, and 

wherein the other copyright management in- 
formation is recorded in the recording area. 

16 The recording method as set forth in claim 1 5, 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation are copyright management information 
that are different from each other in management 
conditions under which the plurality of pieces of 
content data are reproduced. 

17 The recording method as set forth in claim 1 6, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is management informa- 
tion that represents reproduction permissions of the 
plurality of pieces of content data, whereas the oth- 
er copyright management information is manage- 
ment information that represents partial reproduc- 
tion permissions of the plurality of pieces of content 
data. 

18 The recording method as set forth in claim 1 5, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is stricter in management 
conditions of the plurality of pieces of content data 
than the other copyright management information. 

19 The recording method as set forth in claim 1 8, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is stricter in reproduction 
restriction conditions of the plurality of pieces of 
content data than the other copyright management 
information. 

20 The recording method as set forth in claim 1 9, 

wherein any one of the first copyright man- 
agement information and the second copyright 
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management information contains copy prohibition 
conditions of the plurality of pieces of content data, 
whereas other copyright management information 
contains copy permission conditions of the plurality 
of pieces of content data. 

21 The recording method as set forth in claim 20, 
wherein the other copyright management in- 
formation, which contains copy permission condi- 
tions of the plurality of pieces of content data, is re- 
corded in at least any one of the lead-in area and 
the lead-out area. 

22 The recording method as set forth in claim 20, 
wherein one of the first copyright manage- 
ment information and the second copyright man- 
agement information, which contains copy prohibi- 
tion conditions of the plurality of pieces of content 
data, is recorded in the data recording area. 

23 The recording method as set forth in claim 14, 
wherein at least one of the plurality of pieces 

of content data is encrypted and recorded, and 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation are recorded along with key data wrth 
which the encrypted piece of content data is de- 
crypted. 

24 The recording method as set forth in claim 23, 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation are encrypted and recorded along wrth 
the key data with which the encrypted piece of con- 
tent data is decrypted. 

25. The recording medium recording method as set 

forth in claim 15, 

wherein data with respect to software for 
reading the other copyright management informa- 
tion is recorded in the recording area, in which the 
plurality of pieces of content data are recorded. 

26. A recording medium recording apparatus, compris- 
es ing: 

a head portion for recording data to a recording 
medium; 

an encode processing portion for performing an 
encoding process for data to be recorded and 
supplying the encoded data to the head portion; 

^"controlling portion for recording a plurality of 
pieces of content data to the recording medium 
and controlling the head portion so that it 
records first copyright management informa- 
tion and second copyright management infor- 
mation with which copyrights of the plurality of 
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pieces of content data are managed to different 
position of the recording medium, the secrecies 
of the different positions being different from 
each other. 

5 

27. The recording medium recording apparatus as set 
forth in claim 26, 

wherein the controlling portion is configured 
to perform a control so that one of the first copyright 
management information and the second copyright 10 
management information is recoi icd in at least any 
one of a lead-in area that is formed on an inner pe- 
riphery side of a recording area in which the plurality 
of pieces of content data are recorded and a lead- 
out area that is formed on an outer periphery side is 
of the recording area, and 

wherein the controlling portion is configured 
to perform a control so that the other copyright man- 
agement information is recorded in the recording ar- 
ea. 20 

28. The recording medium recording apparatus as set 
forth in claim 27, 

wherein the f inst copyright management infor- 
mation and the second copyright management in- 25 
formation are copyright management information 
that are different from each other in management 
conditions under which the plurality of pieces of 
content data are reproduced. 

30 

29. The recording medium recording apparatus as set 
forth in claim 28, 

wherein any one of the first copyright man- 

an^mpnt infnrmatinn and the second coDvriaht 

management information is management informa- 35 
tion that represents reproduction permissions of the 
plurality of pieces of content data, whereas the oth- 
er copyright management information is manage- 
ment information that 1 represents partial reproduc- 
tion permissions of the plurality of pieces of content 40 
data. 

30. The recording medium recording apparatus as set 
forth in claim 27, 

wherein any one of the first copyright man- 45 
agement information and the second copyright 
management information is stricter in management 
conditions of the plurality of pieces of content data 
than the other copyright management information. 

50 

31. The recording medium recording apparatus as set 
forth in claim 30, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is stricter in reproduction 55 
restriction conditions of the plurality of pieces of 
content data than the other copyright management 
information. 



32. The recording medium recording apparatus as set 
forth in claim 31 , 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information contains copy prohibition 
conditions of the plurality of pieces of content data, 
whereas other copyright management information 
contains copy permission conditions of the plurality 
of pieces of content data. 

33. The recording medium recording apparatus as set 
forth in daim 32, 

wherein the other copyright management in- 
formation, which contains copy permission condi- 
tions of the plurality of pieces of content data, is re- 
corded in at least any one of the lead-in area and 
the lead-out area. 

34. The recording medium recording apparatus as set 
forth in claim 32, 

wherein one of the first copyright manage- 
ment information and the second copyright man- 
agement information, which contains copy prohibi- 
tion conditions of the plurality of pieces of content 
data, is recorded in the data recording area. 

35. The recording medium recording apparatus as set 
forth in claim 26, 

wherein the controlling portion is configured 
to encrypt and record at least one of the plurality of 
pieces of content data and record the first copyright 
management information and the second copyright 
management information along with key data with 
which the encn/Dted oiece of content data is de- 
crypted. 

36. The recording medium recording apparatus as set 
forth in claim 35, 

wherein the controlling portion is configured 
to encrypt and record the first copyright manage- 
ment information and the second copyright man- 
agement information along with the key data with 
which the encrypted piece of content data is de- 
crypted. 

37. A recording medium reproducing method, compris- 
ing the steps of: 

reading any one of first copyright management 
information and second copyright management 
information from a recording medium compris- 
ing a lead-in area, a data recording area that is 
formed on an outer periphery side of the lead- 
in area and in which a plurality of pieces of con- 
tent data is recorded, and a lead-out area 
formed on an outer periphery side of the data 
recording area, wherein the first copyright man- 
agement information and the second copyright 
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management information with which copyrights 
of the plurality of pieces of content data are 
managed are recorded at different positions 
whose secrecies are different from each other; 
and 

controlling at least a reproducing operation for 
content data that is read from the data area cor- 
responding to the copyright management infor- 
mation that has been read. 

38. The recording medium reproducing method as set 

forth in claim 37, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is recorded in any one of 
the lead-in area and the lead-out area, the other 
copyright management information being recorded 
in the data recording area. 

39. The recording medium reproducing method as set 

forth in claim 38, 

wherein data with respect to software for 
reading the other copyright management informa- 
tion is recorded on the recording medium, and 

wherein after the 1 data with respect to the soft- 
ware is read, the other copyright management in- 
formation is read. 

40. The recording medium reproducing method as set 

forth in claim 37, 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation are copyright management information 
that are different from each other in management 
conditions under which the plurality of pieces of 
content data are reproduced. 

41. The recording medium reproducing method as set 

forth in claim 40, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is management informa- 
tion that represents reproduction permissions of the 
plurality of pieces of content data, whereas the oth- 
er copyright management information is manage- 
ment information that represents partial reproduc- 
tion permissions of the plurality of pieces of content 
data. 



42. The recording medium reproducing method as set 

forth in claim 41 , 

wherein one of the first copyright manage- 
ment information and the second copyright man- 
agement information is recorded in at least any one 
* of the lead-in area and the lead-out area. 

43. The recording medium reproducing method as set 
forth in claim 42, 
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wherein the other copyright management in- 
formation of the first copyright management infor- 
mation and the second copyright management in- 
formation is recorded in the data area. 

44. The recording medium reproducing method as set 

forth in claim 37, 

wherein any one of the first copyright man- 
agement information and the second copyright 
management information is stricter in management 
conditions of the plurality of pieces of content data 
than the other copyright management information. 

45. The recording medium reproducing method as set 

forth in claim 44, 

wherein any one of the first copyright man- 
agement Information and the second copyright 
management information is stricter in reproduction 
restriction conditions of the plurality of pieces of 
content data than the other copyright management 
information. 

46. The recording medium reproducing method as set 

forth in claim 37, 

wherein at least one of the plurality of pieces 
of content data recorded in the data recording area 
has been encrypted and recorded, 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation have been recorded along with key data 
with which the encrypted piece of the content data 

is decrypted, and 

wherein the encrypted data is decrypted with 
the key data read from the recording medium. 

47. The recording medium reproducing method as set 

forth in claim 46, 

wherein the first copyright management infor- 
mation and the second copyright management in- 
formation have been encrypted and recorded along 
with the key data with which the encrypted piece of 
content data is decrypted, 

wherein another key data with which encrypt- 
ed data is decrypted has been recorded on the re- 
cording medium, and 

wherein with at least the other key data read 
from the recording medium, the first copyright man- 
agement information, the second copyright man- 
agement information, and the key data are decrypt- 
ed. 
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DESCRIPTION OF REFERENCE NUMERALS 
1 OPTICAL DISC 

32A, 32B ENCRYPTING CIRCUITS 

33 CONTENT KEY GENERATING CIRCUIT 

34A, 34B KEY LOCKER GENERATING CIRCUITS 

35Af 35B DRM GENERATING CIRCUITS 

37At 37B HIDDEN CODE KEY GENERATING CIRCUITS 

4I A , 41B ENCRYPTING CIRCUITS 

43A, 43B DECRYPTING CIRCUITS 

44 DRM DETERMINING CIRCUIT 

45 COPY AND REPRODUCTION CONTROLLING CIRCUIT 

47 DECRYPTING CIRCUIT 

48 KEY LOCKER REPRODUCING CIRCUIT 

51 START SOFTWARE PLAYER. 

52 READ HIDDEN KEY KH2. 

53 GENERATE KEY LOCKER KEY KL2. 

54 READ KEY LOCKER K_LOCK2. 

55 REPRODUCE KEY LOCKER KJ.0CK2. 
SG REPRODUCTION COMMAND 

5 7 IS CONTENT KEY CONTAINED ? 

58 STOP 

59 CHECK DRM. 

510 READ CONTENT DATA. 

511 DECRYPTION 
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